A CUSTOMER
GUIDE TO OUR
GDPR POLICY

About this guide
The new General Data Protection Regulation, or GDPR, is set to overhaul how businesses
process and handle personal data. Here at PebblePad, we take our responsibilities seriously,
and we are committed to being transparent about our data policies. In this guide you’ll ﬁnd a
jargon-free overview of everything you need to know about our approach to GDPR
compliance and how we handle information about you and your end-users.

“

We wholeheartedly embrace the new
General Data Protection Regulation.
PebblePad is ﬁrst and foremost a
Personal Learning Space and
ever since our inception
some 15 years ago we have always
placed learner privacy and security at the
heart of our design decisions.
GDPR has resulted in us improving our
processes and ensuring our data policies
are open and transparent.
Toni Lavender, Development Director, PebblePad.

FAQs

DATA STORAGE AND SECURITY

What personal data do you store and why do you need it?
By default, we store the minimum amount of data possible to support access to the PebblePad
platform, namely: First name, last name and email address. We may also store information
passed over by a user’s organisation, such as postal code or telephone number.

Where is user data stored and how is kept secure?
Data is stored on secure servers in the cloud.
Data is stored in as few places as possible.
Our employees will not create any unnecessary additional data sets.
Our employees are trained in data security and will take all reasonable steps to ensure user
data is accurate and kept up-to-date.
We strictly enforce a policy which ensures no customer data can leave the region in which it
was created, thereby ensuring compliance with local data protection laws.

How long do you retain data for?
PebblePad data is held for the lifetime of an account. When a user account is deleted, the
user’s data is automatically purged after a period of 30 days. In the case of an organisation
discontinuing their PebblePad licence, all associated account and user data is purged 150
days after the licence expiry date.
Support tickets are held for 5 years.
Contact details gathered as part of marketing activities through our websites will be retained
until a user makes a request to have data held about them deleted. Users shall be able to
update their preferences or revoke consent to the processing of their data for marketing
purposes via the options contained within all PebblePad communications.

How do you destroy user data?
Individual user data is removed using standard OS and database calls. Provisioned storage
containing sensitive data is wiped using the DoD 5220.22-M sanitising method before being
returned to cloud storage pools if it is no longer required.

“

The new legislation creates an onus
on companies to understand
the risks that they create for others,
and to mitigate those risks.
It’s about creating a framework
that can be used to build a culture
of privacy that pervades
an entire organisation.

FAQs

REQUESTING INFORMATION ABOUT DATA HELD

How can a user request information about the data you hold?
Any user can submit an information request to obtain an inventory of the data we hold about
them. Requests should be sent for the attention of our Data Protection Representative at
datasecurity@pebblepad.co.uk. Upon receiving a request, we will provide information to
the user about:
The data we hold about them and how they can access it.
Measures we undertake to keep their data up-to-date.
The data policies and procedures we have in place to ensure GDPR complicance.

How can a user request the removal of their data?
Users accessing PebblePad through their university or another organisation should follow
the steps outlined here:

1

The user should ﬁrst contact their organisation (typically a PebblePad administrator) and
make a formal request for their data to be removed.

2

The user’s organisation should then notify us of the request.

3

Upon receiving a request for the removal of a user’s data, we will create an inventory of all
the data we hold for that user. The inventory will include: User account details, all PebblePad
assets created or collaborated upon, submitted work, shared assets, information in logged
ﬁles, support tickets, and information in marketing databases.

4

The inventory will be presented to the organisation who will enter into a conversation with
the user about the implications of deleting the data within the inventory.

5

Following agreement between the user and their organisation, we should be informed in
writing of the user’s consent to have their data removed. Following receipt of consent, we
will remove the user’s data as a priority and notify all parties when the removal is complete.

The process for removing data for users accessing PebblePad through Alumni or Personal
Accounts is exactly the same as the above with the exception that requests for an inventory of
the data we store and the consent to have data removed should come directly to us at
datasecurity@pebblepad.co.uk

Useful links and contact information
Privacy Policy
Our full Privacy Policy is available at https://www.pebblepad.co.uk/privacy.aspx
Contact
Questions about our data policies and information requests should be sent for the
attention of our Data Protection Representative to datasecurity@pebblepad.co.uk
PebblePad HQ
e-Innovation Centre
Shifnal Road
Telford
TF2 9FT

About us
We are the creators of PebblePad – the award-winning personal learning
platform. As a company, we’ve spent the past 15 years blazing a trail in the
eportfolio and personal learning space, and we have absolutely no intention
of stopping. Our mission is simple – to help learners shape and share their
unique skills and attributes in an ever more competitive world.

“

We help organisations
and learners aim high
and succeed.
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